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1. Summary

ZFS Encrypted Datasets is a project to provide cryptographic security to ZFS datasets. Specificaly, it is
intended to protect against theft of physical storage, man-in-the-middle attacks on the SAN, and to pro-
vide dataset level secured deletion. Data is encrypted at the data set level, alowing a mix of encrypted
and unencrypted data in the same ZFS storage pool. The ZFS command-line and graphical user inter-
faces will be updated accordingly.

2. Decision & Precedence Information

The project is approved as specified in reference [1].

The project may be delivered in a patch release of the ON consolidation.

The project depends on the following other project and may not be delivered before it.

PSARC/2007/266
AES CCM for kernel crypto framework

3. Interfaces
The project exports the following interfaces.

O Interfaces Exported O
H nterface HClassfication HComments E
Cencryption  gCommitted — Dataset property g
Ceha256+ccm O Committed  [CDataset checksum property value U
eyscope  UCommitted  UDataset property O
eysource U committed B Dataset/pool property B
[Ckeystatus Committed 5 Dataset/pool property O
Lzfs key gCommitted  [JZFS dataset key command g
Fzpool key  HCommitted ~ HZFS pool key command H
The project imports the following interfaces.
O Interfaces Imported O
H nterface HClassification HComments H
[Kernel Cryptographic subsystem [jConsolidation Private [JPSARC 2001/533 E
H H
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4. Opinion

4.1. Encrypted swap.

The project team noted that encryption of a dataset used for swap was possible, but suffers from several
security limitations which prevent it from being fully secure. The project team recommended that a pro-
ject be funded to investigate resolving these limitations, involving both the memory subsystem and the
security teams.

4.2. Documentation of key compromise

During discussion, it was noted that documentation covering policy and procedures for handling of vari-
ous forms of key compromise was required. The project team indicated that it plans to update the Sys-
tem Administration guide to cover this, but one member noted that it would be desirable to include at
least a reference to the guide in the zfs and/or zpool manual pages.

5. Minority Opinion(s)
None.

6. Advisory Information

A project to investigate properly securing swap using cryptography should be funded, involving both the
security and virtual memory teams.

7. Appendices

7.1. Appendix A: Technical Changes Required
None.

7.2. Appendix B: Technical Changes Advised
None.

7.3. Appendix C: Reference Material
Unless stated otherwise, path names are relative to the case directory PSARC/2007/261.
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